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e Stolen Laptop
e $1.5 Million Fine

e Corrective
Action Required

Case Study of Massachusetts Eye
and Ear Infirmary and
Massachusetts Eye and Ear
Associates Inc.

The US Department of Health & Human Services
released information about MEEI's HIPAA Case in
September 2012.

The incident involved an employee storing patient
health information on an unencrypted laptop which
was then stolen from the employee.

After an investigation, the Department of Health &
Human Services determined that MEEI was in
violation of the following:

1. They weren't conducting risk assessments

2. They didn't have policies or procedures on
portable devices.

3. They didn't have any access control policies.

4. They had a chronic disregard for security and
didn't take information security seriously.

As a result, they agreed to pay a 1.5 million dollar
fine. They will also be subject to semi-annual
independent audits for the next three years, and
they will have to implement the action plan created
by the auditing agency.
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Lost Laptop

Less than 500 Records
Lost

$50,000 Fine

Corrective Action
Required
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Case Study of Hospice of
North Idaho

The Department of Health and Human
Services announced the case of Hospice of
North Idaho in January of 2013. HONI lost
an unencrypted laptop containing 441
medical records.

During the investigation HHS found that the
following:

1. They were not conducting risk
assessments on mobile devices.

2. They had not developed policies or
procedures with regards to mobile devices.

The significance of this event is that its the
first fine HHS has issued for a breach of
less than 500 records. However, HHS noted
that HONI was cooperative and their fine
only resulted in $50,000.



